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|| execuTIVE PROFILE

Innovative and growth-driven senior professional, with extensive experience in IT cybersecurity operations, solutions

architecture, threat analysis, and risk mitigation.

Concept-to-execution driver with expertise in developing and implementing security systems, programs, and
practices to reduce operational costs, boost overall productivity, and promote sustainability across the organization.
A hands-on and strategic leader, skilled at leading and developing teams to achieve optimum results within the set
deadlines, budget, and specifications using strong motivational, advisory, technical, and communication aptitudes.
Articulate communicator, adept at establishing strong relationships with clients, key stakeholders, executive
leadership, and cross-disciplinary professionals.

|I AREAS OF EXPERTISE

Cybersecurity Program Development | Risk Management | IT Policy/Procedure Implementation

Regulatory Compliance/Audit | Incident Response (IR) | Operational Technology (OT) Security Architecture

IT Governance | Business Continuity Planning | Budget Administration

|I PROFESSIONAL EXPERIENCE

COMPANY NAME — LOCATION
Director of Cybersecurity 2018—Present

Maintain collaboration with various business units and department stakeholders to prioritize common
architecture and security objectives

Lead the secure adoption of emerging technologies to achieve long-term business and security goals

Facilitate the analysis of complex enterprise environments to address business needs and develop security
reference architecture patterns

Create a company-wide IT security strategy and roadmap to ensure the protection of information assets

Manage the development and maintenance of security policies, standards, and procedures while guaranteeing
strict adherence of the staff

Set and prepare daily, weekly, monthly and annual security related metrics

Develop materials for the Executive Team and Board on status and risks, security scorecard, as well as security-
related roadmaps

Take charge of assessing investigations after breaches or incidents, including impact analysis and
recommendations to prevent similar vulnerabilities

Direct the creation, communication, and implementation of a process for managing vendor risk and other third-
party risks

Manage the recruitment, training, and retention of top-performing cybersecurity personnel

Collaborate with business stakeholders across the company to raise awareness of security policies and procedures

Key Highlights

v

v

v

Served as the process owner of all assurance activities related to the availability, integrity, and confidentiality of
customer, partner, employee, and business information data in compliance with the organization's information
security policies

Oversaw the organization’s cybersecurity group, attaining a goal of 99.999% in detection and remediation with a
100% success rate over the last three years

Led the implementation of a risk-based cybersecurity approach to safeguard the company's digital and physical
assets
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v Provided regular Cyber risk education sessions with senior leadership

v Drove continuous cybersecurity program improvements by defining metrics, reporting mechanisms, and program
services, as well as creating maturity models and roadmaps

v" Played a key role in achieving a $20M reduction in risk exposure through the creation of a company-wide
information security governance process

v Successfully met EDFR generation assets and site security requirements by developing OT security and risk
management programs

Manager of Cybersecurity 20152018

Instituted threat, vulnerability, and risk analysis methodologies/techniques to set a company-wide risk
reduction strategy

Served as a cybersecurity subject matter expert (SME), responsible for leading projects to design a security
architecture for operational assets

Conducted initial quality reviews on IT evidence and provided technical advice to the NERC CIP compliance team
Carried out risk assessments, risk management, and risk mitigation planning

Supervised the team in analyzing security/system logs to identify/detect suspicious events and/or operational
irregularities with 24/7 on-call

Key Highlights

v

v

v

Steered efforts in establishing a Cybersecurity Department and a security control program in support of NERC
CIPv5 requirements

Spearheaded the development of an IT risk management program, enabling the prioritization of remediation
efforts.

Implemented a robust, company-wide security awareness program, including a successful phishing defense
campaign

COMPANY NAME — LOCATION
Senior Security Analyst 2015

Took charge of conducting risk and vulnerability assessments on assets, systems, and applications
Managed the creation of IT security policies and standards to support business objectives
Developed a company-wide security awareness program

Directed all aspects of security incidents (IR), from detection to closure

COMPANY NAME — LOCATION
Owner/Consultant 2007-2015

Carried out audit preparation, and cybersecurity risk assessments, along with installation and configuration of
perimeter defenses, including web filters, firewalls, a virtual private network (VPN), as well as intrusion detection
systems (IDS) and intrusion prevention systems (IPS)

Formulated and executed disaster recovery/business continuity (DR/BCP) solutions

COMPANY NAME — LOCATION
Senior Cybersecurity Consultant 2014-2015

Performed IT risk assessments and Service Organization Controls (SOC2) audits

Provided consultation on International Organization for Standardization (ISO) 27001 Information Security
Management System (ISMS) implementation and evaluation

Rendered strategic advice on the development of security programs based on common control frameworks, such
as the Center for Internet Security (CIS) top 20, National Institute of Standards and Technology Cybersecurity
Framework (NIST CSF), and NIST 800-53.

Oversaw planning and implementation of DR/BCP solutions
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Information Security and Privacy Officer

COMPANY NAME — LOCATION

Manager IT Infrastructure and Security

COMPANY NAME — LOCATION
Senior IT Consultant

|| epUCATION

Master of Science in Information Assurance and Security Engineering

|I PROFESSIONAL DEVELOPMENT

Information Systems Audit and Control
Association (ISACA)

International Information System

Security Certification Consortium (ISC)2
Brainard Strateqy

|I PROFESSIONAL AFFILIATIONS

College/University | Location

Certified in Risk and Information Systems Control (CRISC), 2018
Certified Information Security Manager (CISM), 2014

Certified Information Systems Auditor (CISA), 2013

Certified Information Systems Security Professional (CISSP)

Brainard Leadership Training

Member/Volunteer | ISACA, Los Angeles Chapter (Science and Technology)
Member | International Sports Sciences Association (ISSA)

|I ACTIVITIES

Member | (ISC)?

Course Instructor | ISACA Examinations
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